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About Linux

What Is
Linux?

It’s'an.Operating
System

Operating systems

Application

<

Operating System

Hardware

Common features
Process management
Interrupts
Memory management
File system
Device drivers
Networking (TCP/IP, UDP)

Security (Process/Memory protection)

o

The Most Common
O/S Used By BY
Researchers When
Working on a Server
or Computer Cluster



Operating System (OS)

e Operating System: Manages activities and resources of a computer.
e software that acts as an interface between hardware and user
* provides a layer of abstraction for application developers

e —

Application

] L.

Operating System

L L

Hardware

* features provided by an operating system:
* ability to execute programs (and multi-tasking)
* memory management (and virtual memory)
file systems, disk and network access
an interface to communicate with hardware
a user interface (often graphical)

* kernel: The lowest-level core of an operating system.



Story About Linux

ptions [ Sections The current nanual page is: sset{x}).

 Linux is a Unix clone written from scratch by
Linus Torvalds with assistance from a loosely-knit

NAME
#get - user preference utility for X

SYNOPSIS

tea m O ackers across t e et woot [-display displag] [-h] [b on/off] [b [volums [pited [dmrasion]]]
') [[-1bc] [-c] [c onfoff] [c [velume]] [[+-]dpms] [dpms szandby [ suspend

[ off]]] [dpms force standby/suspend/off/on] [[-+]fp[-+=]

path[, patil, 111 [fp default] [fp rehash] [[-]led [integer]] [led

onfoff] [m[ouse] [zccel_mult[/accel_div] [threshold]]] [m[ouse]

default] [p pimel color] [[-]r [keycode]] [r onfoff] [r rate delay

[rate]] [s [length [period]]] [s blank/noblank] [s expose/noexpose] [s

on/off] [s default] [s activate] [s reset] [q]

* Unix is a multitasking, multi-user computer
operating system originally developed in 1969 by
a group of AT&T employees at Bell Labs.

» written in a high-level language (C)

DESCRIPTION
This program is used to set various user preference options of the dis-
play

23:55 octave-bug-2,1.72

22155 octave-bug -» octave-bug-2,1,72
23155 octave-2,1,72

23155 octave -» octave-2,1,72

23156 nkoctfile-2,1,72

23:55 nkoctfile -> mkoctfile-2,1,72
2355 ncgen

2355 ncdump

2355 blas-config

12131 oneko

13156 neko -> oneko

OPTIONS
-display cisplzy
This option specifies the server to use; see X/7)

b The b option controls bell volume. pitch and duration. This
option accepts up to three rumerical parameters. a preceding
dash(-}, or a ‘on/off' flag. If no parameters are given, or

L] the 'on' flag is used, the system defaults will he used If 13 21:54 unrar
. VI rt u a m e m O r the dash or 'off' are given, the bell will be turned off. If 29 20192 xdaliclock
only one numerical parameter is given, the bell wolume will be 15 23108 xsetroot
set to that value, as a percentage of its maximum. Likewise, 15 23:11 oclock
. o . 1] . 1 - . the second mmerical parameter specifies the hell pitch, in 15 23:11 xconsole
[ ] Ie ra rC ICa I e S Ste m O eve r t I n IS a I e hertz, and the third mmerical parameter specifies the duration eb 15 23118 xealc
) in milliseconds. Note that not all hardware can wary the hell eb 15 23519 xbiff
characteristics.  The X server will set the characteristics of eb 15 23’_20 et
the bell as closely as it can to the user's specifications eb %g gg:gg aman
20 zeyes
* |ots of small programs that work together to solve
I b I bc The bec option controls dug compstifility mode in the server, if reenshot
[

security, users, access, and groups
 Linux and Unix strive to be POSIX compliant.

e Over 70% of the world’s servers run some variant
of Unix or Linux. The Android phone and the
Kindle run Linux.

CARTULO UM




The Founding Father

Linux + GNU Utilities = Free Unix "GNU's Not Unix!”

'A

‘ . * a set of small programs
* Linuxis an O/S core written by Richard Stallman

GNU/Linux
written by Linus Torvalds and others. They are the

and others GNU utilities.



What is Linux?

* Linux: A kernel for a Unix-like operating system.
 commonly seen/used today in servers, mobile/embedded devices, ...

* GNU: A "free software" implementation of many Unix-like tools
* many GNU tools are distributed with the Linux kernel
e E.g; date, gcc,

* distribution: A pre-packaged set of Linux software.
e examples: Ubuntu, Fedora

 key features of Linux:
* open source software: source can be downloaded
* free to use
 constantly being improved/updated by the community



Linux Has Many Distributions = Distros

3

redhat '\ :




-1} Applications Places System "J\@Q\.‘,’; S = oy £ € wed 30 Jan, -

A
. == =
[ SN | :
Computer Pictures thinkpad_x61s_linux linuxmagazine

SERVICEV001 to_be. published articles

e X-windows -
 window managers

* desktop environments
* Ghome -
 KDE >

o=
Network Servers

Why should | learn to use a i R
shell when GUIs exist?

I_i n UX Sh el | . : $ ./'Fir*st_scr“il;;?'L

y 4 read Q7
1 2_quoting 5_command_input K2©KK Q8
1.1 _variables 3_envir_var 6_ifelse Q1 Questions
» shell: An interactive program/interpreter that uses user input to 1 variables 4 Z_For Q2 array
J Wed Oct 7 22:40:13 IST 2020
manage the execution of other programs. October 2020
* A command processor, typically runs in a text window. A B 14 e T: e
e User types commands, the shell runs the commands 4 5 6 8 910
. 9 11 12 13 14 15 16 17
* Several different shell programs exist: S R el g e
* bash : the default shell program on most Linux/Unix 25 26 27 28 29 30 31

systems
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Why use a shell?

* Why should | learn to use a shell when GUIs exist?
* faster
* work remotely
* programmable

e customizable
repeatable ~ » «——> JRERNEE

HARDWARE

= TERMINAL




The shell is not all about commands!

Shell is divided into two categories:
* Command-Line Shell

linuxtidr@linux: ~

* Graphical Shell s

total 36
drwxr-xr-x linuxtldr linuxtldr 4096 Nov
drwxr-xr-x linuxtldr linuxtldr 4096 Nov
drwxr-xr-x linuxtldr linuxtldr 4096 Nov
drwxr-xr-x linuxtldr linuxtldr 4096 Nov
drwxr-xr-x linuxtldr linuxtldr 4096 Nov
drwxr-xr-x linuxtldr linuxtldr 4096 Nov
linuxtldr linuxtldr 4096 Dec
drwxr-xr-x 2 linuxtldr linuxtldr 4096 Nov
drwxr-xr-x linuxtldr linuxtldr 4096 Nov
: $ echo "Hi, Linux TLDR"
Hi, Linux TLDR

= |

Join the newsletter

Sutrucze

Recent Posts

It's HIm

You re goaddamn right.




Shell commands

command

description

exit

logs out of the shell

1s

lists files in a directory

pwd

print the current working directory

Vi F
= chmod .r.’r_n'_f”

cd

changes the working directory

i

lg - e mhsescecen catf mv>f,f, moref

man

brings up the manual for a command

Is d === "uptir M
who & uptlme lP_"f,,, cphf, c;l; i f-,‘,>,f-‘
(Vp—— du e oo gl of oot

pwd Lo Gtc - od 3

$ pwd

/homes/iws/rea

$ cd CSE391
$ 1s

filel.txt file2.txt

$ 1s -1

-rw-r--r-- 1 rea
-rw-r--r-- 1 rea

$ cd ..
$ man 1s
$ exit

fac_cs 0 2016-03-29 17:45 filel

LtExt
fac_cs 0 2016-03-29 17:45 file2.

date erthos history S € o et G, Pt
PS Mo e ;
man ¢ ;‘,i'I i'”.'. o esected g't 3

alias e Printenv gaWk.

\ mvFid
tar (- wose N mv d, d,
I o passwd

head F~, ZiP_\ &
' 1 logout
unzi e
taitr \FEme7cll o =/"2\api:
“grep tf R bg
rvvuties e & momnes sttt
fgn
Kill n oo e,

AC it M o

echo v

txt



Tools to Execute Shell Via CL|




What is SSH?

* SSH, or Secure Shi |
that allows users tc | ———
over the internet. e S Ay

H Te

e SSH service was —
unencrypted Telnel ~
all communication
encrypted manner.

* It provides a m i~} g a remote user,
transferring inputsa™ == o 5t, and relaying the
output back to the >

* The default port fo

# ninistration protocol
i their remote servers

olacement for the
iques to ensure that
rver happens in an

)
L2200



SSH CLIENT SSH SERVER

Public Key Exchange




What SSH Do?

Secure Communication: A client and a server can communicate securely thanks to SSH. To prevent
unwanted access to the data, it encrypts all information sent over the network, including passwords,
usernames, and other private data.

Authentication: SSH offers methods for confirming the legitimacy of the client and server. To confirm the
parties’ identities, it makes use of cryptographic keys. Only authorized users and servers can access the
system thanks to this authentication procedure.

Data Transfer via Encryption: SSH encrypts all data transferred between the client and server to prevent bad
actors from listening in on it or altering it. The confidentiality and integrity of the data being transferred are
guaranteed by this encryption.

Remote Access: SSH is primarily used to enable safe remote access to computers, servers, and other
resources. With SSH, users can safely run remote commands or access a server’s command-line interface
from a distance.

File Transfer: SSH facilitates safe file transfers between computers by using programs such as Secure Copy
Program (SCP) and SSH File Transfer Protocol (SFTP). With the help of these tools, users can safely move data
between two remote servers or between a local computer and a distant server.

Tunneling: The ability to build secure channels for the transmission of other network protocols over SSH is
made possible by the functionality for tunneling provided by SSH. Services that might not be immediately
accessible via the network, such as web servers, databases, and email servers, can now be accessed securely
thanks to this capability.



The Linux File System

 The *Nix (Unix or Linux) file system is a hierarchical
directory structure

e The structure resembles an

e Directories are collections of files and other
directories. The structure is recursive with many
levels.

* Every directory has a parent except for the root
directory.

* Many directories have children directories.

* Unlike Windows, with multiple drives and multiple
file systems, a *Nix system only has ONE file system.

* The Linux Standard Base (LSB) specifies the structure
of a Linux file system.




File System & Directory Structure

Figure 1. / (root) File System Tree. This tree chart shows a directory structure with the / (root) file system at the top, branching downward to directories

and file systems. Directories branch to /bin, /dev, /etc, and /11ib. File systems branch to /ust, /tmp, /var, and /home.

/(root)
File System

Directories File Systems
| | |
|

/bin /dev letc Nlib lusr Itmp Ivar ‘ /home

The directories on the right (/usx, /tmp, /var, and /home) are all file systems so they have separate sections of the hard disk allocated for their use.
These file systems are mounted automatically when the system is started, so the end user does not see the difference between these file systems and
the directories listed on the left (/bin, /dev, /etc, and /1ib).



tree -L 1 /

And you should see what is shown in Figure 1.

File Edit View Bookmarks Settings Help

paul@slimbook:~% tree / -L 1

initrd.img -> boot/initrd.img-4.13.0-38-generic

initrd.img.old -> boot/initrd.img-4.13.0-37-generic

vmlinuz y
vmlinuz. > boot/vmlinuz-4.13.0-37-generic

- paul : bash
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Linux Installation

Server Editions/Virtual Machine



Download — Virtualization Tools

‘ < (6] [ = virtualboxorg el @A aoE Q06

‘ 18 VirtualBox Home Download Documentation Community (@

Ll

VirtualBox Platform Packages

Powerful open source

virtualization .
For PEFSOHEl Ahr Artesrie s N VirtualBox 7.2.4 platform packages
DN Windows hosts
| VirtualBox Is a general-purpose full virtualization
software for x86_64 hardware (with version 7.1 macOosS / Intel hosts
‘ additionally for macOS/Arm and with version 7.2 also for Download VirtualBox binaries and platform - i
Windows/Arm), targeted at laptop, desktop, server and packages macos / Apple Silicon hosts
| embedded use.
T [ Linux distributions

RY Solaris hosts
RY Solaris 11 IPS hosts

Community Documentation Training

Become a part of the VirtualBox community. "“;:;Eaf{s""e‘"“df‘js’fx:é e Schding tac Access labs, tutorials, and videos to leam how
Discuss and solve problems in the forums, . to use VirtualBox. Quizzes are available to test

acesstet ulds, and more. Gmeine, or th changelog, o i ok Platform packages are released under the terms of the GPL version 3

VA AN N AN N AN\

https://www.virtualbox.org/



Install — Virtualization Tools

3 Oracle VirtualBox 7.2.4 Installer X # Oracle VirtualBox 7.2.4 X 1 Oracle VirtualBox 7.2.4 Installer - X

Welcome to the Oracle Orace o724

VirtualBox 7.2.4 Installer

Warning:
Network Disconnection

The Installer will install Oracle VirtualBox 7.2.4 on your

During the installation of Oracle VirtualBox 7.2.4 Networking, The installation process will take several minutes
computer. Click Next to continue or Cancel to exit the Installer.

your network will be disconnected. Ensure any operations
requiring network connection are complete before continuing.
Status:

Version 7.2.4 (amd64) Cancel Version 7.2.4 (amdé4) Yes No Version 7.2.4 (amd64)

Previous Next

@ Oracle VirtualBox 7.2.4 Installer b4 U5 Cracte VinualBox Manager _ o x

e e o
Bled & Q %
Oracle VirtualBox 7.2.4 has i S

been insta“ed' B Confione Vo Manaoer 1 work with vou coroutsr

e craste s new vinusl machine (VM)

Open 2 saved VirualBox VM
‘You may also need the VirtualBox Extension Pack. Refer to the

\mport 3 VM from cpen virtualization or doud formats
VirtualBox User Guide for more information.

Refer 10 the VistuslBox documentation or press F1 for help

Wisit virualbiory 10 downkoad test bikds, sccess the source code, and more.

Start Oracle VirtualBox 7.2.4?

Please choose Experience Mode! Basic Made
By default, the VirnualBox GUI is hiding some options, tools and wizards. Expert Mode
The Basic Mode is intenied for thase users who are not interested in advanced functionality and prefer a simpier, cleaner interface.

The Expert Mode is intended for experienced users wha wish to utiize all VirtuslBox functionaity.

You can choose whether you are 3 beginner of experienced wser by selecting required option at the right. This choice can shways be
changed in Global Preferences or Machine Settings windows

Version 7.2.4 (amd64) Previous Cancel




ownload — Linux OS (Ubuntu Server 24.04.3 LTS

< C [:] % ubuntu.com/download/server [l G' A ] a = ﬂ ac <)2 @

Canonical Ubuntu Products v Use cases v Support v Community W Download Ubuntu v All Canonical v Signin Q

€3 Downloads Desktop  Server  Core  Cloud

Get Ubuntu Server

Manual installation Instant VMs Automated provisioning

The latest version of Ubuntu Server. LTS stands for long-term support — which
U b U ﬂ tU 2 4 . O 4 . 3 LTS means five years of free security and maintenance updates, extended to 15 years

with Ubuntu Pro.

Download 24.04.3 LTS 3GB

Alternative downloads »

Alternative architectures»

What's new System requirements How to install
@ Linux 6.8 kernel with low latency kernel Features enabled by default

@ Frame pointers enabled by default for the majority of packages on
x86 architectures

@ Rust 1.75, .NET 8 and OpenJDK 21 with TCK certification in addition to other
toolchain upgrades

https://ubuntu.com/download/server



Install Linux on a physical blade server via USB drive

Etcher — e

f’ balenaEtcher

USB Flash...5B Device

https://etcher.balena.io/




Build your own VM



%WA‘H} [ il IR

4
New Open Preferences Import Export

Get started with VirtualBox

Install Ubuntu on Virtual Machine

Configure VirtualBox Manager to work with your computer
Create a new virtual machine (VM)

Open a saved VirtualBox VM

Import a VM from open virtualization or dloud formats
Refer to the VirtualBox documentation or press F1 for help.

Visit virtualbox.org to download test builds, access the source code, anj

U3 New Virtual Machine

Virtual machine name and operating system
VM Name |ubuntu_test
VM Folder | - C:\Users\Use\VirtualBox VMs

24.04.3-I d64.is0

1SO Image Ci\Users\Usen\D

05 |Linux
0 Distribution |Ubuntu
OS Version |Ubuntu (64-bit)

[] Proceed with Unattended Installation
Set up unattended guest OS installation
Specify virtual hardware

Specify virtual hard disk

Help

Cancel

New Open | Settings
ubuntu test
1 Ml O poweres off

i Details )

™ General

Name: ubuntu_test
Operating System: Ubuntu (64-bit)

1/ system

Base Memory: 2048 MB
Boot Order:  Floppy, Optical, Hard Disk
Acceleration:  Nested Paging, KVM Paravirtusiization

= Display
Video Memory:
Graphics Controller
Remote Desktop Server:
Recording
Gl storage
Controlier IDE

DE Primary Device 0:
Controlier: SATA

SATA Port 0

Audio

Host Driver: Defauit

Controller: ICH AC97

& Network

16 MB

VMSVGA
Disabled
Disabled

[Optical Drive] ubuntu-24.04.3-live-server-amd64.iso (3.08 G8)

ubunty_testvdi (Normal, 25,00 G8)

Adapter 1: Intel PRO/1000 MT Desktop (NAT)

o uss

roller. OMC), EHCI

Device Filters: 0 {0 active)

7] Shared folders
None
£ Description

None



Configure — Hardware, Storage & Network

.5+ ubuntu_test - Settings

Bastc M

| General

- Display
e Storage

(¢ i\ Audio

m" Network
:_} Serial Ports
& Use

[T shared Folders

TT| User Interface

o

System
Motherboard Processor Acceleration
Base Memory L] 2048 M8

4MB 16384 MB
Boot Device Order (BIOS only) | ] [ Floppy

© optical
@ Hard Disk
(1 & Network

Chipset PIIX3 v
TPM Version |None ~
Pointing Device |USB Tablet ~
Features 1/0 APIC
Hardware Clock in UTC
O uer

Cancel Help

15 Orode VinualBax Manager

Fie

@

g oo

E

Machine  Medium  Help

e~ W~ W W :
: e WD L W b Wy
aa Grae | Copy Reiesse Seuch | Propees Rfrsh
= Properd
= @ edss | @ opectanss | El reppyons
e
ome
o s s
Mewort
o
ez
[ —
o RIS

Location: [CA\Users\UsenVirualBox VMs\bunt testbur testvd

Bescription

sae

40ome

Viisize  ActualSze

2068

19668

50068

g+ ubuntu_test - Settings

Basic M

| General
B system
- Display
L Storage
QP Audio

{3 Serial Ports

£ use

—
Shared Folders

g User Interface

Network
Adapter 1 Adapter 2 Adapter 3 Adapter 4
Enable Network Adapter
Attached to | Bridged Adapter v
Name | Intel(R) Wi-Fi 6 AX201 160MHz
Adapter Type | Intel PRO/1000 MT Desktop (82540EM)

Promiscuous Mode | Deny

MAC Address | 080027 186E35

Virtual Cable Connected

Serial Ports

Port 1 Port2  Port3 Port 4

[ Enable Serial Port

Cancel

Help




Start!

15 Oracle VirtualBox Manager
File  Machine Help

o @ @

New Open  Settings

P -

Discard = Start

> Start with GUI = 5
< Start without GUI

4% Start with detachable GUI
ubn

Operating System: Ub

System

15 Oracle VirtualBox Manager
File Machine Help

O Gnp W O R,

gs Discard Start

New Open  Settin
|

x64™ ybuntu_test

@) poy @
¥y
i &
A ®
S

5

(U)

8 o

©

Settings... Ctrl+S
Clone... Ctrl+0
Move...

Export to OCl...

Remove...

Move to Group

Start
Pause
Reset

Stop

Discard Saved State...

Refresh

Show in Explorer

Create Shortcut on Desktop

Sort
Search Ctrl+F

Details @l

General
ame: ubuntu_test
perating System: Ubuntu (64-bit)
System

ase Memory: 2048 MB
oot Order: Floppy, Optical, Hard Disk

» lcceleration: Nested Paging, KVM Paravi

» . Startwith GUI
< Start without GUI
47 Start with detachable GUI

¥ Sraphics Controller: VMSVGA
lemote Desktop Server: Disabled
lecording: Disabled
g Storage

ontroller: IDE

IDE Primary Device 0: [Optical Drive] ubu
ontroller: SATA

SATA Port 0: ubuntu_test.vdi (N
1 Audio

ost Driver: Default

Controller:  ICH AC97

- -



Installation step...

P‘- ubuntu_test [Running] - Oracle VirtualBox

File Machine View Input Devices Help
GNU GRUB
Try or Install Ubuntu Server

Ubuntu Server with the HWE kernel
Test memory

T and { keys to sel ~h € is highlighted.
s enter to boot the selected 0S,

ore booting or ‘¢’ for a command-line.

P S ———

Q@@ s = @0leBrea

@ @ o



Installation completel

ubuntu_test [Running] - Oracle VirtualBox - a X

ubuntu_test [Running] - Oracle VirtualBox - O x

File Machine View Input Devices Help File Machine View Input Devices Help

Installation complete! [ Help 1 Installation complete! [ Help ]

with all
with allow
mp/tmpuspnve L

‘update'] with al

ubuntu.c
ubuntu.c

iew full Ic
[ Beboot Now

& o =& O1E ] right c & {p £ = i ] & [#] Right Ctrl




Reboot!

] Failed unmo
remo the in
1

iled unme

Just press ‘ENTER’

ﬁ ubuntu_test [Running] - Oracle VirtualBox

File Machine View Input Devices Help

ENTER:

h 0ST KEY FII
i

HGER
R R R R R R A R AR R

Up 16.

>
=i {3 & [ right ctr

# Right Alt

Just press ‘ENTER’




Login

ﬁ ubuntu_test [Running] - Oracle VirtualBox — O X

File Machine View Input Devices Help

-<=--END HOST KEY FINGERPRIN
A Y B Y A AR —__——

£ >
Boobha@e =i @@ Erightc




Success!

ﬁ ubuntu_test [Running] - Oracle VirtualBox — [l X

File  Machine View Input Devices Help

cal.cam

PH UTC

r
d in the

ent permitted hy

@ oo =gl @& El right cr




SSH to your....

Virtual Machine | Server



3 Famous tools

PowerShell Putty MobaXterm

&2 PuTTY Configuration ? X
EX windows PowerShell — o %

dows PowerShell

~ Category:

Session Basic options for your PuTTY session
i Logging
Users Terminal
Keyboard HostMName (or IP address) Port
Bell | 22
Features o
Window
Appearance @5SSH Oserial O Other: | Telnet v
Behaviour
Translation Load, save or delete a stored session
+-Selection
" Colours
~}- Connection L
Data Default Settings
Proxy
+-SSH
- Serial
Telnet
Rlogin
SUPDUP

scoreb

Specify the destination you want to connect to

Connection type: . ‘_ = are acc le throug S path

Saved Sessions

Load
Save

Delete

Close window on exit
OAlways ONEVEI @Only on clean exit

About Help Open Cancel
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